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ABSTRACT

In the processing of massive data, Identity Authentication (IA) is a critical step in ensuring secure government
data exchange. However, issues with key escrow, information leakage, and single points of failure are presented by
the centralized IA approach that relies on a reliable third party. As a result, an efficient IA model built on multi-
attribute centers is created here. The attribute authorization center first generates a private key for each attribute of a
data requester. The data requester creates a personal private key after acquiring the attribute's private key. Second, a
dynamic key generation method is proposed that regularly updates a data requester's key using blockchain technology
and smart contracts. This reduces the possibility of privacy breaches, guarantees IA traceability, and prevents theft by
external adversaries. Third, attribute field data of the data requester is saved using a combination of blockchain
technology and interplanetary file systems to further reduce the cost of blockchain information storage and boost its
effectiveness. Experimental results show that the proposed method ensures the privacy and security of identity
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information while outperforming similar authentication models in terms of communication and processing costs.

1. INTRODUCTION

In the digital era, government data has become an
essential resource for improving coordination and
building smart, service-oriented administrations, yet
challenges such as scattered storage, weak security, and
unreliable identity verification hinder effective sharing.
Traditional authentication methods like centralized PKI
and password systems rely on third-party trust, making
them vulnerable to single points of failure, data breaches,
and key escrow risks. To overcome these limitations, this
study proposes a multi-attribute authorization center-
based identity authentication system that distributes
trust, enables dynamic key generation through
blockchain and smart contracts, and integrates
blockchain with the Interplanetary File System (IPFS)
for secure storage. Additionally, Non-Interactive Zero-
Knowledge Proofs (NIZKP) combined with elliptic
curve cryptography ensure lightweight yet robust
authentication, enhancing both security and efficiency in
government data sharing.

OBJECTIVE OF THE STUDY

To address the issue of single points of failure in
conventional centralized systems, this work introduces a
multi-attribute authorization center architecture where
each center generates private keys for specific attributes,
allowing the data requester to create a personal key that
remains hidden from third parties. To further enhance
security, a dynamic key generation mechanism is
integrated with blockchain and smart contracts, ensuring
periodic updates, preventing key theft, and combining
Ethereum with the Interplanetary File System (IPFS) for
secure and efficient identity information storage.
Additionally, identity verification of data requesters is
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achieved using a Non-Interactive Zero-Knowledge Proof
(NIZKP) mechanism, supported by lightweight elliptic
curve cryptography to provide -efficient, privacy-
preserving, and reliable authentication.

PROBLEM STATEMENT

The primary step in protecting departmental
exchange of agency secrets is Id Assurance (IA). To
prevent unauthorized access and use of important
government data, security and consumer prevention
measures are required. However, conventional
authentication methods, such the well-known Public Key
Infrastructure (PKI), cloud-driven trusted certificate
authority, and current internet address allocation
approach, are typically predicated on trust supplied by a
third party. Three parties usually make up a traditional
IA model, like the condensed form that is being
presented: the data owner, the authorization center, and
the data requester. The identity authorisation service
receives a request for self-recognition from the data
requester.

EXISTING SYSTEM

Current identity authentication systems rely heavily
on centralized trusted parties, which makes them prone
to security risks, inefficiencies, and misuse. Data stored
in isolated departmental silos often becomes inconsistent
and difficult to share. Most existing solutions use
traditional encryption and access control techniques, but
because they are centrally managed, they remain
vulnerable to information leakage and key escrow
problems.

Page 481 of 486


mailto:umarfarooq.mohd@gmail.com

ISSN:2250-3676

International Journal of Engineering Science and Advanced Technology (IJESAT)

Disadvantages of Existing System

» Centralized storage creates a single point of
failure.

» Isolated departmental data reduces efficiency
and consistency.

» Heavy reliance on trusted third parties increases
risk of misuse.

» Information leakage and key escrow problems
remain unresolved.

PROPOSED SYSTEMS
In the proposed system, the attribute authorization center
first generates a private key for each attribute of the data
requester. Using these attribute keys, the requester then
creates a unique personal private key that is unknown to
third parties, ensuring stronger confidentiality. To
enhance security, a dynamic key generation algorithm is
introduced, which integrates blockchain and smart
contracts to periodically update requester keys. This not
only prevents external theft but also ensures traceability
of authentication activities and reduces risks of privacy
leakage. Furthermore, blockchain is combined with the
InterPlanetary File System (IPFS) to store attribute-
related information. This hybrid design reduces
blockchain storage costs, improves scalability, and
provides efficient, tamper-resistant storage, thereby
supporting more secure and reliable government data
sharing.
Advantages of Proposed System
» Enhanced security for shared information.
» Distributed and reliable data storage.
» Improved efficiency of government data sharing.
» Reduced blockchain storage cost with IPFS
integration.
»  Stronger protection against key theft and misuse.
2. RELATED WORK
In this section, we review previous researches relevant to
this article;
This paper proposes a correlation graph-based
framework to support developers in selecting Web APIs
for mobile application development. Since APIs vary
widely in compatibility and functionality, developers
often struggle to identify the most suitable combinations.
The suggested method models API functions and
compatibility relationships through a graph structure,
enabling automated recommendations that match
developer requirements. Evaluations on real-world
datasets show that this approach improves the reliability
and speed of API selection in app development. [1]
This study investigates intrusion detection in Internet of
Things environments, where current systems suffer from
a lack of balanced and sufficient attack data. The authors
introduce a Hierarchical Adversarial Attack (HAA)
technique that targets Graph Neural Network-based
detection models. By using shadow networks, saliency
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maps, and Random Walk with Restart to identify
vulnerable nodes, adversarial examples are created with
minimal disturbance. Experimental results demonstrate
that this attack can reduce the accuracy of advanced
detection models such as GCN and JK-Net by over 30%,
exposing serious vulnerabilities in IoT security. [2]

This article reviews authentication mechanisms in the
Internet of Medical Things (IoMT), where healthcare
services increasingly rely on connected devices. The
survey organizes authentication solutions according to
cloud, fog, and edge deployment models. It further maps
out common security threats, compares existing
techniques, and highlights gaps that need to be
addressed. The work concludes with suggestions for
advancing authentication practices in [oMT to ensure
both privacy and system reliability. [3]

This conference paper examines security issues in
Vehicle-to-Grid (V2G) technology, where -electric
vehicles interact with charging stations and grid
controllers. Since communication occurs over open
networks, ensuring confidentiality and stability is
crucial. The proposed solution leverages blockchain for
secure transaction management, selecting validators
based on computational capacity and energy resources.
A game theory-based mechanism is also used to balance
peak and off-peak energy demand. Compared with
earlier approaches, this design achieves stronger privacy
protection and more efficient energy trading. [4]

This research focuses on privacy in smart grids and other
critical infrastructures. Earlier methods that depended on
centralized key management were limited by weak
revocation capabilities and potential linkability issues.
To resolve these limitations, the authors design a
decentralized identity management system that relies on
blind signatures and pseudonym revocation. This
solution enhances unlinkability and eliminates reliance
on central key authorities, making it suitable not only for
smart grids but also for banking, healthcare, and e-voting
environments. [5]

This paper considers the security of Wireless Body Area
Networks (WBANs) in cloud-assisted healthcare
systems. Since WBANSs are resource-constrained and
vulnerable to external attacks, the authors propose the
Identity-Based Anonymous Authentication and Key
Agreement (IBAAKA) protocol. The scheme provides
user anonymity, mutual authentication, and low
overhead, proving both efficient and secure for
healthcare applications that depend on wearable
technologies and remote monitoring. [6]

This study highlights the risks of centralized healthcare
data storage, which can compromise security and long-
term availability. To overcome these risks, the authors
propose an architecture that combines blockchain with
the Interplanetary File System (IPFS). This decentralized
model allows patients and providers to securely share
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and access medical data while ensuring resilience,
privacy, and trust in healthcare information systems. [7]
This article presents a lightweight protocol known as
Leakage-Resilient Identity-Based Mutual Authentication
and Key Exchange (LR-IDMAKE), designed
specifically for low-resource IoT devices. The protocol
enables secure mutual authentication and session key
generation while resisting continuous key leakage.
Experiments on Raspberry Pi devices show extremely
low computational cost (=0.5 ms) and minimal
communication overhead, making the protocol practical
for constrained IoT environments. [8]

This research takes a theoretical perspective on secure
communication. The authors investigate whether secure
authentication capacity and forward secret key capacity
can be computed for systems with privacy leakage and
channel storage limitations. Using a computability
framework, they demonstrate that these capacities are
algorithmically incomputable for general discrete
memoryless channels. This implies that neither exact
values nor approximations can be determined, even
under optimal coding strategies, setting fundamental
limits on secure system design. [9]

This conference paper integrates blockchain technology
into IoT systems to enhance authentication, access
control, and data privacy. The architecture employs
Ethereum smart contracts, consensus mechanisms, and
immutable ledgers to improve system security. By
decentralizing identity management and reducing
dependence on central authorities, the model addresses
weaknesses in conventional IoT frameworks. It also
provides a more trustworthy basis for secure data
exchange in applications such as smart cities and
industrial ToT. [10]

3. METHODOLOGIES

Blockchain, with its decentralized and tamper-resistant
structure, ensures secure and traceable data sharing by
preventing large-scale breaches common in centralized
systems. To optimize storage, the Interplanetary File
System (IPFS) is integrated, where files are uniquely
addressed through cryptographic hashes, enabling
efficient retrieval and reducing storage costs. Alongside,
bilinear pairing is employed to strengthen cryptographic
operations such as identity-based encryption, while
distributed key generation removes reliance on a single
trusted party. In an (N,T) (N, T) (N,T) threshold scheme,
attribute keys are collaboratively generated by multiple
authorization centers, ensuring that no single entity can
compromise the secret, thus enhancing security and fault
tolerance.

The proposed system establishes a distributed identity
authentication model for secure government data
sharing. A data requester submits verified identity
attributes such as name, ID, and department, which are
confirmed by multiple authorization centers and then
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stored in IPFS. Partial attribute keys are issued, and the
requester generates a personal key pair, with the public
key recorded on the blockchain. Identity verification is
then performed using Non-Interactive Zero-Knowledge
Proofs, ensuring privacy while confirming legitimacy.
Once validated, secure and efficient data exchange takes
place between the requester and the data owner, enabling
trusted interdepartmental collaboration.

MODULE DESCRIPTION:

Data Requester: the head of a government agency that
makes a request to view data from other agencies.
Through a smart contract, the data requester can identify
the relevant data owner, verify their identity, and then
request the necessary access.

Data Owner: The head of a government agency that
supplies information to other agencies. Since the
identification of the data requester is presumed to be
reliable in this study, it is the data owner's responsibility
to confirm its validity.

Attribute Set: To solve the problem of rigid single-
factor authentication, the data requester creates an
attribute set based on Mult attribute factors like name,
employee number, and department number. These
factors are then utilized to construct attribute keys.
Blockchain: Using the blockchain, the data owner
confirms the identity of the person requesting the data.
Large volumes of data cannot be stored on the blockchain
since doing so results in transaction costs. As a result, we
reduce costs by storing data hash values in the system.
Smart Contract: In order to control the time validity of
the data requester's keys, this application is integrated
with blockchain technology.

IPFS: It saves the data requester's attribute information
and computes a distinct hash value for every attribute
using the hash function. Blockchain and IPFS work
together to save storage costs, guarantee data security,
and store identification information.

Authorization Center: Several attribute authorization
centers are used in the suggested architecture, and their
job is to generate matching attribute keys for the data
requester.

Government Data Sharing: The data requester uses the
information to fulfill the department's requirements after
receiving it from the data owner.

4. ALGORITHM

The algorithm presented here relies on a hybrid approach
that combines attribute-based encryption with dynamic
key management. In the initialization stage, multiple
attribute authorization centers collaborate to generate the
system master key. This is achieved through a
polynomial-based threshold method, which is essentially
derived from Shamir’s Secret Sharing. In this way, at
least a threshold number of centers are required to jointly
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construct the master secret, ensuring that no single center
can compromise the system’s security. Pairing-based
cryptography over cyclic groups is employed in this
stage to set up the cryptographic environment needed for
identity authentication.

Once the system parameters and master key are in place,
the process moves to dynamic key generation. Each data
requester generates a private key and then computes the
corresponding public key wusing elliptic curve
cryptography (ECC). The ECC-based key generation
provides strong security while keeping the computation
lightweight. Importantly, the scheme introduces the
concept of a delay time, which defines the validity period
of a public key. A smart contract on the blockchain is
used to automatically enforce this delay time. When the
set period expires, the smart contract invalidates the
public key without requiring any manual intervention.
Through this design, the algorithm ensures that
compromised or stolen keys become useless once they
expire. The requester must generate new keys when
needed, and any expired or revoked keys remain
recorded in the blockchain history for transparency. This
approach effectively combines  pairing-based
cryptography, Shamir’s Secret Sharing, elliptic curve
cryptography, and blockchain smart contracts into a
dynamic identity authentication algorithm that enhances
both security and resilience against key theft.

5. DATA FLOW DIAGRAM
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6. SYSTEM ARCHITECTURE

Fig. System Architecture Of The Project

This diagram shows a blockchain-based identity
authentication system where user attributes are verified
by multiple authorization centers, stored in IPFS, and
linked to dynamically managed keys via smart contracts.
The data requester uploads a public key to the
blockchain, and the data owner verifies legitimacy before
secure data sharing.

7. RESULTS
The proposed system was successfully implemented and
evaluated for secure government data access using multi-
attribute  centered identity authentication. The
application provides an organized interface where data
owners can upload encrypted files and define access
policies, while data users can submit access requests.
Authentication is enforced through secret code
verification and attribute key validation, with attribute
keys securely delivered to users via email. Once
verification is completed, authorized users gain secure
access to the requested files. The results confirm that the
system effectively prevents unauthorized access,
enhances data confidentiality, and establishes a reliable
authentication mechanism for government data sharing.

8. FUTURE ENHANCEMENT

In the future, the focus will be on incorporating a fair
incentive and penalty mechanism for blockchain nodes
to enhance consensus reliability and efficiency. Such an
approach will help preserve the legal soundness of the
system while protecting citizens’ privacy during
government data sharing. Furthermore, improvements in
scalability, adaptability, and security will be prioritized
so that the framework can effectively cope with the
growing demands and complexities of modern digital
governance. These enhancements will contribute to
building a more secure, efficient, and citizen-friendly
platform for inter-departmental data exchange.

9. CONCLUSION
This research introduced a secure framework for
government data exchange by emphasizing the
legitimacy of data requesters’ identities. The proposed
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identity authentication model, based on multiple
authorization centers, effectively mitigates the key
escrow problem while ensuring data protection.
Although data requesters need to generate their own
private keys, the use of dynamic key generation with
NIZKP strengthens security by allowing public keys to
be updated automatically. Experimental evaluation
confirmed that the system achieves lower
communication and computational overhead compared
to existing approaches. While the design demonstrates
strong results, further investigation is needed to address
issues such as secure data transmission in subsequent
phases and potential risks caused by malicious nodes in
the blockchain network.
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